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import javax.crypto.Cipher;
import java.io.ByteArrayOutputStream;
import java.security.Key;
import java.security.KeyFactory;
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5 dmport java.security.spec.X509EncodedKeySpec;
6 import java.util.Base64;
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* RSA MZETRZE (FH))

10 * <p>
11 * FHIE:
12 * — B Un ] LUERBULEHTT LI, FFIE B 28RS i
13 * - RS IHEENEIZIES, FBREMHEE
14 * <p>
15 * EEEI:
16 * - RSA WIZEBZERRE, 1024 ([IZHERALZIF 117 FHRHIBHAXH
17 * — RTHEINZFF LN FHNE**
18 *
19 * @author ChatGPT
20 */
21  public class RSAEncryptor {
22
23 JA*
24 x EEERN
25 */
26 private static final String ALGORITHM = "RSA";
27
28 Jx*
29 * WE/BEEET T (HBZ@EH RSA/ECB/PKCS1Padding)
30 */
31 private static final String CIPHER_TRANSFORMATION = "RSA/ECB/PKCS1Padding";
32
33 Vit
34 * RSA BRAMEHAN (1024 {UZFHH = 117 F7)
35 */
36 private static final int MAX_ENCRYPT_BLOCK = 117;
37
38 private RSAEncryptor() {
39 // TEREZIFSLHIE

40 }
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Vi
EHELHEINZE (R[E] Base64 F1F4H)

*

%

@param plainText BAXF155
* @param publicKey XW\iHF{34 (Base64 #wh3)
@return JIZ/EH) Base64 RiE3EX
@throws Exception JIZIIEHREIZE
*/
public static String encryptByPublicKey(String plainText, String publicKey)

*

%

throws Exception {
byte[] data = plainText.getBytes("UTF-8");
byte[] encryptedData = encryptByPublicKey(data, publicKey);
return Base64.getEncoder() .encodeToString(encryptedData);

Jx*

%

A LHNE (R[E]F )

%

@aram data BEX F T #44H
@param publickey X\HHF7F& (Base64 #Ff5)
@return JME/SHIF FEH
* @throws Exception MIZIFEFHIZE
*/
public static byte[] encryptByPublicKey(byte[] data, String publicKey)

%

%

throws Exception {
// 1. FEHrLEH
byte[] keyBytes = Base64.getDecoder () .decode (publicKey) ;
X509EncodedKeySpec keySpec = new X509EncodedKeySpec(keyBytes);
KeyFactory keyFactory = KeyFactory.getInstance(ALGORITHM) ;
Key key = keyFactory.generatePublic(keySpec);

// 2. #EA Cipher
Cipher cipher = Cipher.getInstance(CIPHER_TRANSFORMATION) ;
cipher.init(Cipher.ENCRYPT_MODE, key);

// 3. TEINE

int dinputLength = data.length;

int offset = 0;

int i = 0;

byte[] cache;

ByteArrayOutputStream out = new ByteArrayOutputStream();

while (inputLength - offset > 0) {
if (dinputLength - offset > MAX_ENCRYPT_BLOCK) {
cache = cipher.doFinal(data, offset, MAX_ENCRYPT_BLOCK) ;
} else {
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cache = cipher.doFinal(data, offset, inputLength - offset);
}
out.write(cache, 0, cache.length);
i+t

offset = i * MAX_ENCRYPT_BLOCK;

byte[] encryptedData = out.toByteArray();
out.close();

return encryptedData;



